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Malware

Malware Topics

O What is malware?

O What does it look like?

O How can you stop it?




Types of Malware

O 7 types:
O Viruses
O Worms
O Trojans
O Spyware
O Adware
O Ransomware

Types of Malware

O Virus

O Attaches itself to existing files and runs the virus
code whenever the host file is accessed/run

O Worm

O A standalone program that deliberately tries to
exploit vulnerabilities in order to spread copies of
itself to more machines
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Types of Malware

O Trojans

O A malware program used to infect a computer
by misleading users of it's true intent

O Usually used to gain access to sensitive
information

O Spyware

O Software that hides on your computer in order to
‘spy’ on you. Possibly monitor keystrokes, record
websites, etc.

Types of Malware

O Adware

O Similar to spyware but designed to redirect you to
certain websites (advertising) or display popups

O Ransomware

O Installed covertly on a computer and
locks/encrypts user data making it unavailable

O Demands a ransom payment to restore access
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What do they do¢

O Copy themselves into other files
O Execute various ‘payloads’

O Delete files

O Do something on a particular day

O Spread themselves (worm, or email virus)

Prevent Malware

O How can you catch one?
O Which way?¢
O USB Drive
O Downloaded from Internet
O From network (school or work)
O In an email
O In an instant message
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= Subject: Your PayPal Account Verification

From: service@pavpal.com
Reply-To: service@paypal.com
Date: 2:06 PM
To: dmo9@gecrgetown.edy

Pepiel]

Dear valued PayPal member,

It has come to our attention that your PayPal Billing Information records
are out of date. That requires you to update the Billing Information If you
could please take 5-10 minutes out of your online experience and update
your billing records, you will not run into any future problems with PayPal
online service, However, failure to update your records will result in
account termination. Please update your records in maximum 24 hours.
Once you have updated your account records, your PayPal session will
not be interrupted and will continue as normal. Failure to update will result
in cancellation of service, Terms of Service (TOS) violations or future
billing problems,

Please click here to update your billing records.

Thank you for your time!
Marry Kimmel,

says
sends
2]

mg_135-PEG.r0 (7113)
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do | look dumb in this picture? | want 1o put # on myspace

[ Doubie Choe here 10 Start Yansfer ]

AccapiAlC) Save As (AS) Daclnal(ARD)

From AntiSpy Pro

Malware Found
Your systems is infected!

Gt piressiras

= swa.dll

Malware:  Google Toolbar Notifier BHO

twq.dll - Google Toolbar Notifier,
efault-search.html

http://googlesystem.blogspot.com/2006/07google-is-your-d

o Remove
Remove dangerous unit
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Other Places

G‘\J ~ | hitpsifsuper-protectionSs.cnf17sess=p2TmizuMCONINIWP TE HidyNHOOCYMTEAGRETOXMIYSHYAMPONM w4 %] | [[2]-

System Tasks B

Details

Your Info

omputer Security - Windows Internet Explorer provided by Asheville City Schools

& - ‘t;'ComDuterSecurity ‘ ‘ -8 i ~ [k Page - G Tools ~ -

A

Computer Scan progress

View system information
b Add or remove programs
(B change a settinfim

IJ PINMIPENNN = Windows Security Alert

To help protect your computer, Windows Web Security has
; detected trojans and ready to remove them.

Hard drives

Local Disk (C:)f | Detected spyware and adware on your computer:  Filename:
& My Network Places & 353 troji A
) My Documents VD Admess. Trojan =1
i Shared Documents [#] zserv.Transponder.Trojan m
B control Panel (o [7] wstart.TrojanDownloader
\L% DVD-RAM Driv g v

My Computer System scanning com

System Folder

Spyware is software, which can gather information from user's computer through
Tnternet connection and send them to its creator. Gathered information can be
passwords, e-mail addresses and all that data, which is important for you.

o @ w32/virutal Critical 2009-12-09 %
All information on this PC could be 3 &
stolen 7 i Critical 2009-12-09 55

IP: 152.26.48.211

= File "C:\Documents and Settings|
Windows Internet Explorer seanna. carlsoniLocal Settings\Temporary
— Internet Files\Content. IES\NSPYBEBEY
Antivir-b3a3de_2009-4[1] exe” belongs to
virus/spyware Mal/EncPk-Jv.

Harmfull spyware or adware software. Such vulnerabilities can destroy or steal your private i info and mail. On-lines
scan should install Antivir utilities to fix your pe. Please click Ok to download and install Antivir tool, aiing passwords, credil

Message 2 of 2

J Malware Destructor

& Malware Destructor 2011
Help protect your PC

@ S e Security status
Runtime system protection status monitoring. Be sure all the tools marked ON.
p System scan Firewall protection © DEMO
Antivirus protection © DEMO

a Check for updates

@ Settings

Spyware protection © DEMO
© OFF Enable

© OFF Enable

©® OFF Enable

@ Security summary:
Running insecure state, several vulnerabilities are detected

Last virus scan: 9/7/2010 8:38:29 PM
Last update: never
Last scan results: 21 infected objects found, 0 removed

easy one-click registration
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Prevent Malware

O Avoid downloading every little installer
O Consider what you are installing

O Avoid programs downloaded via P2P networks
(torrents, etc)

O Install anti-virus, such as AVG or Avast

O Install anti-malware software
such as MalwareBytes or Spybot
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Cyber Security Lab

O Visit:

to.pbs.org/3LyoxK2

14

9/22/2023



